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CucTeMbl KOHTPOJA BEPCUM M aBTOMaTU3auums

MmaBa 1 _
COOPKU NPUNOXKEHUN
15 yacoB Bbl nonagaete Ha paboTy B cTapTan, 3HaKkoOMUTEChb C KOMaHAON U yAUBNSETECD,
2 Hepenu KaK BOOOLLE BO3MOXXHO Tak paboTaTh. 2Kenas ckopee BCE NonpasunTb, Bbl pastupaeTtech

B TOM, KaK yCTpoeHa pa3paboTka nporpaMmmMHoro obecne4yeHus B HallM OHK, U OenaeTe

nepeble Warm Ha Nyt yCKoOpeHus Npou3BoaCcTBa.

Y3HaeTe 0CHOBbI KOHLUENLUKN 6epeXXNMBOro Npou3BoaAcTBa U NOMMETE,

KakK OHW nepeknaasiBatoTcs Ha IT-npouecchl.

HayuuTecb aBTOMaTU3UpPOBaTh NOBTOPSOLWMECH 3a4a4u npuM NnomMoLlm Jenkins.

Copep)xaHue ypoKOB rfnaBbl;
1. Kak ycTpoeH XU3HeHHbin umkn MO

2. CucTtemMbl KOHTPONA BEpPCUMN.
Moyemy BCce BbIGUparoT Git?

* OpraHnsaums KoMmaHgHoM paboTbl C MOMOLLBIO
Feature Branch Workflow.
* OpraHusauus xpaHeHus Git-penosntopueB B Gitea.
3. bepe)xnneoe Npon3BoaCcTBO: OCHOBbI M MPUHLIUIbI

4. ABTOMaTuU3auusa c6opku

* IHCTPYMEHTbI aBTOMAaTU3aLUM NOBTOPSIOLLMXCH 33/au.

* DpeMBOPKU /19 aBTOMaTU3aLnm C60PKKU NPoeKTa.

MpakTuka:

OpraHunsaumna paboTbl
c BeTKamu B Git.

YcTaHOBKa 1 HacTpouKa
Jenkins, c6opKa npoekTa
c nomouwbo Maven.




[M6kme metogonormm n Continuous Integration

Mmaea 2
Baw ctaptan nokynaert IT-rurant — Krupnaya Kompaniya (KK). Tumnua Bawen KomMmaHabl
CTaHOBUTCA BalLMM NPOBOAHUKOM Ha NyTu no3HaHunsa DevOps. Ho npotnemsl C
15 Yacos NPUNOXXEHUEM HUKYOA He yxooaT. Bbl y3HaeTe, 4To npunoXXeHme paboTaeT Njioxo Ha
2 Hepenw NPOAYKTUBHOWM cpeae, a B pa3paboTKy NOCTOSHHO NPUXOAAT HOBbIE 3aABKW HA UcnpasneHue

nedeKToB, N3-3a Yero KonmTtcsa padtoTa 1 0 BbiNyCcKe HOBOro pyHKUKMOHana
N CTabUNIbHOCTU AaXKe He NPUXOANTCA MeyTaTb.

CmoxkeTe opraHn3oBatb npouecc Cl B paboTe komaHabl. CymeeTe npencraBuTb
npouecc c6opkn n noctasku MO B BUAe namnnamHa, ucnonbsys Gitlab CI.

BctpouTe B npouecc noctaBku MO atan aHannsa Koaa Ha 6e30nacHOCTb
MU Ka4yecCTBO, NCNOJMb3yHd aHanmn3aTopbl Koga.

CopaeprkaHue YpoKOB rnasbl: MpakTuka:

1. Mpo6nemaTtuka DevOps N3y4eHue CTPYKTYPbI

* DYHKUMOHAaNbHbIE KONOALbI. nannnanHa B GitLab CI.

* Hucxopsawas cnupan. 7
AsLLY P HacTtponka SonarQube,

2. 'moékune metogonorum n DevOps KynbTypa nobaeneHne B nannnamH
aTanoB aHanuaa

KadecTBa (SonarQube)
* CoBpeMeHHble noaxoabl. M 6e30MnacHoOCTHU
Yem obycnosneHo nossneHune Agile? (Gitlab SAST) kopa.

* BsaumopencTeBme B KOMaHae.

*Tpwu nytn DevOps: UMK NOCTAaBKU LEHHOCTW,
neTnm obpaTtHOW CBA3W, AKCNEPUMEHTbI U 0by4eHue. HanwncaHue Jenkins

3. Continuous Integration Declarative Pipeline.
* OpraHusauus xpaHeHus Koga.
* OpraHusauus céopku.
* OpraHmsaumsa TecTUpoBaHus.
* BbicTpoe nony4yeHne obpaTHON CBA3MN.
4. Cepsepa Continuous Integration
* 0630p nHTEPdenca un pyHkumnoHana Gitlab CI.
5. UamepeHue KayecTBa U CTaTU4ECKoe TeCTUpOoBaHue 6e30nacHOCTU Koaa

* MIHCTPYMEHTbI CTaTUYECKOro aHan3a KayecTBa Koaa:
SonarQube, Gitlab Analyzer.

* IHCTPYMEHTbI CTaTU4EeCKOro aHanmsa 6e3onacHoOCTM Koga:
SonarQube SAST, Gitlab SAST.



maea 3

15 yacos
2 Hepenu

nasa 4

20 yacos
2 Hepenun

CeTun 1 oCHOBbI PpaboTbl HA cepBepax Linux

Bbl 3HakoMuTECh C CUCTEMHbIM agMUHUCTPaTopomM KK, KOTOpbI paccKasbiBaeT BaM, KakK
YCTPOEHa CETb U KaK Yy Hero TyT BoobLue Bce paboTaeT. B npouecce AgeMoOHCTpauuu Bbl
BMOUTE, YTO aAMUH ropasgo 6bicTpee ynpasnsieTcs ¢ KoMaHaamMmm 1 nepemMeLleHmnamMm
Kypcopa B KOHCOMK, U NPOCKUTE paccKasaTb NPo 3T NPpUEMbI. AODMUH NpeanaraeT Bam
palobparbcsa Ha NpuMepe 3agayim no nepeHocy cepBuca Co CTaporo cepeepa Ha HOBbI

N 330[1HO PELWNTb ropsHMiA BOMPOC.

HayuuTtech yBepeHHo paboTaTb ¢ CETAMW U cepBepamm Ha Linux.

Copep»xaHue ypoKOB rnasbil. MpakTuka:
1. OcHoBbI paboTbl Ha cepBepax Linux
aboTa CI:COMEIH HOM cﬁ oioﬁ , PA0OTH ¢
R A P Nnonb3oBaTensaMu,

2. lnckoBasa noacuctema Linux ceccussMu 1 npoueccamm.

3. NMpaBa nonb3oBaTeneu Linux
Ha3HaueHune

4. OcHoBbI ceTen: Npobnembl C NOAKIHDYEHUEM W ynpasneHue npasamm
nonb3oBaTenen.

K yoanéHHoOMYy cepBepy

5. Buptyanusauus
* MonynspHble rMnepBU30pPbLI.
* BupTyanbHble MaLUUHbI.

* BupTtyanbHbie ceTu.

Continuous Delivery n Continuous Deployment

Mony4nB o4yepenHoe 3a Hefento 06HOBNEHUE NPUTOXKEHUA HA CMapPThOHE, Bbl
3aUHTEepPecoBaNUCh, KaK 4YacTo O6HOBNEHUA NPUXOAAT NOMNb30BaTENAM.

Okazanocb, COBCEM He 4YacTo. A HY»XXHO nu yawe?

CMoXKeTe opraHM30BaThb 4acTb Aernnos B namnnnanHe M aBToMmaTu3npoBaTth €€,
ncnonb3ysa MHCTpymMeHThbl Gitlab Cl. CmoxeTe npoBoanUTh OUEHKY NOTPEBHOCTH

B YacTbiX 06HOBAEHUAX 10O € TOYKK 3peHusa brusHeca.

Copep)xaHue ypoKoB rnasbl: MpakTuka:
1. Kak ycTpoeH npouecc noctaeku IT-npogykTa
yerp pou poAay Myénukauus
*YTO TaKoe npouecc nocraBKW. aptedakToB COOpPKU
npoekTa

*Value Stream management. B xpaHunuie Nexus

2. Cuctembl xpaHeHus apTtedakToB: Nexus
[TpoekTuBaHue

3. Continuous Delivery NPOLLECCa MOCTABKM

* Buayanmsauums atTanoB NOCTaBKMW. e
* OpraHusauus npouecca nocrtaBku. Delivery Pipeline. nannnamH 4yactu

Continuous Deployment. C YCTaAHOBKOM

Ha TECTOBYIO Cpepy.
4. MeTtoponorus Twelve-Factor App yio ChCay.

OTKaT Ha NpeabIayLyro
BEPCUIO NPUNTOXKEHUS
c nomouybto GitLab.



Mmasa 5

20 yacoB
2 Hepenu

MaBa 6

15 yacose
2 Hepenu

Infrastructure as Code 1 cuctemsbl ynpaBneHus

KOHpUrypaumeu

Bbl BNepBble CTa/IKuBaeTech C NpobnemMomn B UHGpacTpyKType. KTo-ToO M3MeHU
KOHOUrypauuo cepBepoB paspaboTYUKOB, Ha KOTOPbIX OHM MPOBOAUIN 3KCNEPUMEHTHI,

U Tenepb cepBepa paboTaloT HACTONbKO HENPAaBW/IbBHO, YTO BONblLUE HEBO3MOXXHO

UX UCnonb30BaThb.

Hay4unTecb pa3BEpTbiBaTb U YyNpaBnsaTh MHOPACTPYKTYPOW MPUNOXKEHUSA COrMacHo

noaxoay laC, ncnonesys Terraform.

CopeprxaHue ypoKOB Irmnasbl;

1. bBakannpoBaHue
* OpraHusauus pe3epBHOro KoNMpoBaHUA.
* Buabl 63Kanos.

* PoTauummn 63Kanos.

2. Infrastructure as Code: onucbiBaem MHOPaACTPYKTYPY

KOOoM, NepeHnmaem onbiT pa3paboTku
3. Cuctembl ynpaBneHUsa KoHpUrypaumemn
* Ansible (roles, tasks, inventory, vault, awx).

* 3HaKOMCTBO C ApYyruMmu cuctemamm -
Chef, Salt, Puppet.

lNpakTuka:

PasBépTbiBaHUE

NMHOPaCTPYKTYPbl Yepes
Terraform.

DBOps: pensaumoHHble N HeEPENSLUNOHHbIE

6a3bl JaHHbIX

Bbi BcTpevyaeTtech ¢ DBA. K Bam npmnxoaaT rpo3Hbie KOMMEHTapuu OT Nosib30BaTeneun, 41o
CaNT TOPMO3UT. IMNUPUYECKUM NYTEM Bbl OBHapY)XMBaeTe, YTo nocnegHee obHoBNeHue

CUNbHO 3aMen o paboTty 6a3bl 4aHHbIX.

HayuuTtecb npuMeHaTb NpakTuku DevOps K agMUHUCTPUPOBaHMIO 6a3 AaHHbIX.

Copep)xaHue ypoKOB rnasbl.

1. OcHOBblI TeOpUKM 6a3 AaHHbIX:
* PensiunoHHble 6a3bl gaHHbix: PostgreSQL.
* OcHoBHble SQL-3anpochsl.

* Kak ycKOpuUTb BbINOSIHEHWE 3arpoCcoB
B b: onTuMnsaums, KalnposaHue, pocT
MOLLHOCTEN, MHAEeKCcCauuA.

2. OpraHusauuns BbICOKOW gocTtynHocTu b
* MpuHumnsl DBOps.
* Murpauwsa B[] ¢ nomouybto Flyway.

3. HepenaumoHHbIe 6a3bl gaHHbIX: mongoDB

[NpakTukKa:

MNogHsaTne PostgreSQL
W NepeHocC AaHHbIX
B HoBYyt0 B/1.

[Mepenogknio4yeHue
NPUIOXKEHNA Ha BHOBb
nogHATyro mongoDB.

HacTtponka
aBTOMaTUYECKOW MUrpaumu.



maBa7

20 yacoB
2 Hepenu

hasa 8

15 yacoB
2 Hepenu

Docker-koHTenHepusaumsa 1 XxpaHeHne gaHHbIX

Bbl oka)keTecb MeXX ABYX OrHEW: C OAHOMN CTOPOHbI — Pa3paboTHUKK, Y KOTOPbIX JTIOKANbHO
BCE paboTaerT, a y KOro-t1o U3 HUX, BOSMOXXHO, M HET; C APYron — OTAEN IKCcn/iyaTtauuu, y
KOTOpOro Booblle HM4ero He paboTtaeT. Pazbupaemcs, Kak caenaTh Tak, 4Tobbl y Bcex 6b110

BCE OMHaKOBO XOPOLO,e M HaKOHEL-TO 3anyckaem npuioXXeHue B npoae.

Hay4yuTtech pazBopadunBatbh NpUnoXxeHue, ncnonbsys Docker, U nogaep>xmBartb ero
pPaboToCNOCOHBHOCTD.

Copnep)xaHue YpoKOB rnaBbl: MNpakTuka:

1. KoHTeMHEprSALA HanucaHwne Docker-¢anna,

*0630p Linux- n Docker-koHTEMHEPOB. cbopka ob6pasa, nyénmkaumns
B Nexus, ucrnonb3oBaHue

*Yctpouncteo Docker: cnou, 06pasbl, KOHTEMHEDHI, 8 NavinnaiHe

Docker-¢ann, Registry. 1 pasBepTbiBaHWE

* . NPUNOXEeHWA Ha cTeHae
AnstepHaTtumsbl Docker (containerd, podman, ¢ nomoLLbio Docker.
LXC, cri-o).

YctaHoBka MinlO, 3arpyaka
2. XpaHeHue gaHHbIX: paboTta ¢ S3, MinlO vs Ceph [aHHbIX B XpaHUmLLe.

3. XpaHeHue 1 nepeaaya 4yBCTBUTENbHbIX JaHHbIX;

6onbLuoii 063op Vault YctaHoBka Vault,

ny6nuKaLumsa CeKpPeToB B
Vault.

MuKpocepBuUChl, banaHCUPOBKa U K3LLNPOBaHUE

Bbl BCce roToBUTECH K BbIXOQY HOBOW BEPCUM NMPUNOXKEHUSA. Bbl XOTUTE y4eCTb OLLMBKN
NPOLWNOro, Koraa Ball cepBuc He Bblaepxan Tpaduka n nexxan Tpu gH8. Ha atoT pas K Bam
npuwén éunsHec n notpeboBan, 4To6bl NOAOOHOIO HE cny4mnnock! Bbl HACTONBKO
NOrpy3nTeCh B NPoLEecc, YTO NPUBHECETE HOBbIX KPYTbIX GUY U CTpaTernin NnoctaBKu.

Hay4nTechb OpraH13oBbIBaTb BbICOKOHArPY>XEHHYIO CUCTEMY, UCTMOMNb3YA
MHCTPYMEHTbI 6aNaHCUPOBKM U KALLMPOBAHMUSL.

Copnep)XaHue ypoKOB INnaBbl:

1. BanaHcupoBKa 1 K3aluMpoBaHue MpakTuka:

2. MukpocepBuUchl [MoaHaTe NginX n HECKONBKO

* MopAxonbl K OpraHM3aLmMmn apxXuTeKTypPbl MPUIOXKEHUS. BHCTAHCOB CepRAca.

* IHCTPYMEeHTbI 415 yrpaBieHna MUKPOCepBUCHbIMI Pa3BépTbiBaHME
npunoXxeHunammn: Docker-compose. nokanbHoOro knacrtepa k8s
n managed k8s knacrtepa

3. CtpaTermm noCcTaBkKM U Kak Bbl6paTh NoaAXoAALLYIO
P P ARORALYY B Obnake.

* Kakue none3oBaTtenm ObiBatoT.

* CUHe-3eneHblv Oenion.

* KaHapeeyHbIn gennon.



Kubernetes. lennon n obecnevyeHmne HageXxHoCTu

haBa 9
MPUIOXEHNA
50 yacoB Bbl co3paéte cepBUCHYIO nnatpopmy A8 obecnevyeHms Ka4ecTBeHHOoM paboTbl BCEro umKna
6 Hepenb MOCTaBKMU.

HayuyuTecbh ncnonb3oBatb kK8s Ana gennos n obecnevyeHns Hage>XxHOCTHU
npunoXxexHus. NosaHakoMmuTecb ¢ npakTukamu GitOps, Hay4YUTecb OpraHM30BbIBaTb
MOCTaBKY NMPUIOXXEHWUI C NOMOLLbIO MHCTPYMeHTOoB Flux, ArgoCD.

Copep)xaHue ypoKOB naBbl:
MpakKkTuka:

1. OpkecTpaunsa KOHTEeMHEepPOoB: Pa6oTa ¢ Minikube.

* 3anyck npuioXXeHus B COBpeMeHHOM
[loorotoBka MaHU$ecToB

UHPPaCTPYKType.
Kubernetes ansa gennos B
* [1ns Yero Hy>XHbl CUCTEMbl OPKecTpaLuuu, knactep Kubernetes u push
1 KaKue OHM 6bIBatoT? B penosutopun GitLab.
* Kubernetes: NnpuU4KHbI U Lenn pa3paboTKu. Moaundukauma dainna
.gitlab-ci.yml' 1 uameHeHume
2. 3anyck Kubernetes knactepa gna tTeCtTupoBaHus WAroB AEnnos
M pa3paboTKu: NPUNOXKEHUS.
* Kak nonyunTb Kubernetes: onucaHme 5 OCHOBHbIX [ennoi 1 nepeaenno
CNocoboB YCTAHOBKMU, yepes ArgoCD.
* Pasbop npocTbix komaHg kubectl. [oseneHue YAML-daiina

3. ApxutekTtypa Kubernetes: [0 HOBOro penuaa no T3.

* OCHOBHbIE KOMMOHEHTbI U NX B3aUMOLENCTBUE: HanucaHne Helm yapTa

scheduler, kubelet, kube-proxy, controller manager, AN Aennos NpunoXXeHus.
etcd mn api-cepBep.

4. OcHoBHble cyuwHocTu Kubernetes:
*Nodes, Podes, Services, Persistent Volumes,
Persistent Volume Claim
* MaHudecTtbl Kubernetes.
* Mcnonb3oBaHue kubect! Ha ypoBHe nogknto4YeHus

K KnacTepy.

* [MpocmoTp KoHpurypaumm Node, Pod'oB, Secrets
N T.0.
5. MNpoaBuHyThie cyuwHocTU Kubernetes:
* ReplicaSet, Deployment, DaemonSet n StatefulSet.
* Liveness, Readiness probe + Init KoHTEenHeps..
* [lononHeHwue npo kubectl: edit, apply, delete, create.
* CeTeBoe B3aMMOLENCTBUE B KNacTepe.
6. NpoaBuHyTasa paboTta ¢ ytunutoun kubectl:

* [lononHUTenbHble KoMmaHabl kubectl, dnaru,

npepctasneHue cywHocten Kubernetes
B Buae YAML nnmn JSON/YAML dannos.

* [lennon NnpunoXXeHus ABymMsi criocobamu:
C NOMOLLbIO KoMaHabl 1 Yepe3 YAML-dann.



masa 10

15 4yacoB
2 Hepgenu

Nunnom

30 yacos
3 Hepenu

7. Jennou npunoxeHnn B Kubernetes

* dennon ppoHTEeHAa NPUSTOXKEHUS.

* Oennon un nepepennon yepes ArgoCD.
8. CtpaTeruuv pennos:

* CBa3b Kubernetes n Twelve-Factor App.

* Ctpaterum gennos B Kubernetes.

* Kak B Kubernetes peannsoBaH mexaHnswm rollback.
9. MpakTuku GitOps ana pa6oTbl ¢ MHPPACTPYKTYPON
10. HanucaHune Helm yapTa gns aennos npuioXXeHus
11. HacTpouka ArgoCD

12. Ucnonb3oBaHue WabnoHU3aTopos

JlornpoBaHMe U MOHUTOPUHT OLLNBOK

Bawa cepBucHas nnaropma BHe3anHo nepecraeT paboTtaTb.

HayduTtecb HacTpanBaTb cUCTEMY cHOopa NIOroB ¢ NOMOLLbIO MHCTPYMEHTOB Loki,
Sentry. HayuuTtecb HacTpamBaTb CUCTEMY MOHUTOPUHIA, ncronb3ysa GAP cTek.

Copoep)aHne ypOKOB /1aBbl:
1. JlormpoBaHne ¥ MOHUTOPUHT OLLMNGOK NMpakTuka:

* Tloru Linux.
CospnaHuve cUcTeMbl
* Loki. noruposaHus Loki

Onsa Bawero rmpuno>XxXeHums.

*
Sy, MocTpoeHune rpaduka
2. MOHUTOPUHT pPabtoTOCMNOCOBHOCTU
. NPUNOXXEHUS.
Tunbl METPUK, TUMOBbIE aHOMAaNUW.
* AnepTbl. [MocTaBka n HacTpounka GAP

cTeKa O/19 NPUIoXKeHus,

* GAP ctek (Grafana, Prometheus, Alertmanager). HACTPOWKa anepToB.

* Golden Signals.

* MeTpuKu ypoBHS NMPUSTOXKEHUS.
3. APM cuctembl n pacnpenenéHHbli TPENCUHT
4.C.A.L.M.S

IVNIOMHbIV MPOEKT

B dnHanbHOM nNpoekTe BaM NPeacTouT NoAroToBUTb MHPPACTPYKTYPY M HACTPOUTb
KOHBeEWep Aersos: CUCTeMbl aBTOMaTU4YeCKoOU COOPKM, aBTOMATUHECKOIro TeCTUPOBaHUS
M NPOBEPKN KoAa Ha OLLUNGKU U YA3BUMOCTU. Bbl BEICTPOUTE NIOrUKY pa3BePTbIBAHUS
MPUIOXKEHUS 051 PA3HbIX OKPYXXEeHUW, HaCTPOUTE CUCTEMbI AJ19 MOHUTOPUHTa

U NTOrMpPOBaHUSA MPUNOXKEHUS.
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